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EXAMINER'S AMENDMENT 

An examiner's amendment to the record appears below. Should the changes 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1 .312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 
with Marisa Dubuc on 1/17/2006. Note the amendment to the specification is because 
applicant's amendments sent on 1 1/14/2005 appeared to have been sent via fax and 
was difficult to read. The amendments to the claims are to fix 1 12, second paragraph 
problems and to make independent claim 1 allowable by incorporating allowable subject 
matter from claims 1 1 and 17 which are allowable. Claims 6-7 were cancelled. New 
claims 23-25 are added. Thus, claims 1 and 23-25 are the system version of claims 11- 
14. The application has been amended as follows: 

IN THE SPECIFICATION, REPLACE PARAGRAPH 30 WITH: 

[0030] Assuming for purposes of illustration that execution of F1 and F2 resulted in a 
valid sequence, a third formula (F3) is initiated at step 322 as follows. 

F3: (AX1+ AYU AX2 + AY2-H...+ AX(n,i) + AY( n-i )V(2*(n-1)) >=S 

or(F1+F2)/2>=S. 

Therefore, in the example of the second password 'Ap 5ple'. F3: (28/6+5/6)/2=2.75 
QL 

F3: (1 +9+1 +0+0+6+1 +6+1 +1 +1 +6 )/(2*6)=33/1 2=2.75 
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IN THE CLAIMS. REPLACE THE FOLLOWING CLAIMS WITH THE FOLLOWING: 

Claim 1 (Currently Amended): 

A network system for determining trivial keyboard sequences of a proposed password, 
comprising: 

a user system; 

a computer keyboard input device associated with said user system; 

a server in communication with said user system via a communications link; 

a data storage device coupled to said server, said data storage device housing: 

a database including a keyboard profile wherein said keyboard profile specifies a 
physical layout of character and function keys on said computer keyboard input device; 

a master password database including a user account associated with said user 

system; and 

a password verification mechanism executable by said server; 
wherein, upon execution, said password verification mechanism performs an algorithm 
on said proposed password, said algorithm including a first formula, comprising: 
(AXl 4- AX2 + .,. + AXrn-nV(n- n>0: 
wherein: 

X represents data coordinate of each character of said proposed 
password on an X axis of the keyboard profile: 

n represents the number of characters comprising said proposed 

password: and 

AXl represents an absolute value of a difference between a first 
and second data coordinate on said X axis: 

and wherein further data coordinates are plugged into said first formula for determining 
vertical triviality. 

Claims 6-7 (Canceled). 
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Claim 11 (Currently Amended): 

A method for determining keyboard triviality of proposed passwords over a network 
system, comprising: 

receiving a request for a proposed password from a user system; 
retrieving user account data related to said user system; 

checking said proposed password against existing password quality rules stored in a 
master password database, wherein a requester of said proposed password is redirected to select 
an alternative password if said checking results in an unacceptable password; 

providing a keyboard profile associated with said user system, said keyboard profile 
including a unique identifier; 

performing an algorithm on said proposed password, said algorithm including a first 
formula, comprising: 

(AXl + AX2 + ... + AX(n- i))/(n - 1) > 0; 

wherein: 

X represents data coordinate of each character of said proposed 
password on an X axis of the keyboard profile; 

n represents the number of characters comprising said proposed 

password; and 

AXl represents an absolute value of a difference between a first 
and second data coordinate on said X axis; 

and wherein further data coordinates are plugged into said first formula for determining 
vertical triviality. 

Claim 12 (Currently Amended): 

The method of claim 11, wherein said algorithm includes a second formula executable 
upon successful completion of said first formula, comprising: 
(AYl + AY2 + ... AY(n- i))/(n - 1) > 0; 
wherein: 
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Y represents data coordinate of each character of said proposed password on a Y 
axis of the keyboard profile; 

n represents the number of characters comprising said proposed password; and 
AYl represents an absolute value of a difference between a first and second data 

coordinate on said Y axis; 

and wherein further data coordinates are plugged into said second formula for 

determining horizontal triviality. 

Claim 13 (Currently Amended): 

The method of claim 11, wherein said algorithm includes a third formula, comprising: 

(AXl + AYl + AX2 + AY2 + ... + AX(„_ d + AY(n- i))/(2(n - 1)) >= S; 

wherein: 

X represents data coordinate of each character of said proposed password on an X 
axis of the keyboard profile; 

Y represents data coordinate of each character of said proposed password on a Y 
axis of the keyboard profile; 

n represents the number of characters comprising said proposed password; 

AXl represents an absolute value of a difference between a first and second data 
coordinate on said X axis; 

AYl represents an absolute value of a difference between a first and second data 
coordinate on said Y axis; and 

S represents a variable parameter representing a mean distance between character 
keys of proposed passwords; 

and wherein further data coordinates are plugged into said third formula for determining 
diverse keystroke patterns of said proposed password. 



Claim 17 (Currently Amended): 

A storage medium encoded with machine-readable computer program code for 
determining keyboard triviality of proposed passwords over a network system, the storage 
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medium including instructions for causing said computer network to implement a method 
comprising: 

receiving a request for a proposed password from a user system; 
retrieving user account data related to said user system; 

checking said proposed password against existing password quality rules stored in a 
master password database, wherein a requester of said proposed password is redirected to select 
an alternative password if said checking results in an unacceptable password; 

providing a keyboard profile associated with said user system, said keyboard profile 
including a unique identifier; 

performing an algorithm on said proposed password, said algorithm including a first 
formula, comprising: 

(AXl + AX2 + ... + AX(n- i))/(n - 1) > 0; 

wherein: 

X represents data coordinate of each character of said proposed password on an X 

axis of the keyboard profile; 

n represents the number of characters comprising said proposed password; and 
AXl represents an absolute value of a difference between a first and second data 

coordinate on said X axis; 

and wherein further data coordinates are plugged into said first formula for determining 

vertical triviality. 

Claim 18 (Currently Amended): 

The storage medium of claim 17, wherein said algorithm includes a second formula 
executable upon successful completion of said first formula, comprising: 
(AYl + AY2 + ... AY(n- i))/(n - 1) > 0; 
wherein: 

Y represents data coordinate of each character of said proposed password on said 

Y axis; 

n represents the number of characters comprising said proposed password; and 
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AYl represents an absolute value of a difference between a first and second data 
coordinate on said Y axis; 

and wherein further data coordinates are plugged into said second formula for 
determining horizontal triviality. 

Claim 19 (Currently Amended): 

The storage medium of claim 1 7, wherein said algorithm includes a third formula, 
comprising: 

(AXl + AYl + AX2 + AY2 + ... + AX(„- ,) + AY(n- i))/(2(n - 1)) >= S; 
wherein: 

Y represents data coordinate of each character of said proposed password on said 

y axis; 

n represents the number of characters comprising said proposed password; 

AXl represents an absolute value of a difference between a first and second data 
coordinate on said X axis; 

AYl represents an absolute value of a difference between a first and second data 
coordinate on said Y axis; and 

S represents a variable parameter representing a mean distance between character 
keys of proposed passwords; 

and wherein further data coordinates are plugged into said third formula for determining 
diverse keystroke patterns of said proposed password. 

Claim 23 (New): 

The network system of claim K wherein said algorithm includes a second formula 
executable upon successful completion of said first formula, comprising: 
fAYl + AY2 + ... AYm- nVrn - n > 0: 
wherein: 

Y represents data coordinate of each character of said proposed password on a Y 
axis of the keyboard profile: 
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n represents the number of characters comprising said proposed password: and 
AYl represents an absolute value of a difference between a first and second data 

coordinate on said Y axis: 

and wherein further data coordinates are plugged into said second formula for 

determining horizontal triviality. 

Claim 24 (New): 

The network system of claim 23, wherein said algorithm includes a third formula, 
comprising: 

(AXl + AYl + AX2 + AY2 + ... + AXm, n + AY^n- nV(2(n - D) >= S: 
wherein: 

X represents data coordinate of each character of said proposed password on an X 
axis of the keyboard profile: 

Y represents data coordinate of each character of said proposed password on a Y 
axis of the keyboard profile: 

n represents the number of characters comprising said proposed password: 

AXl represents an absolute value of a difference between a first and second data 
coordinate on said X axis: 

AYl represents an absolute value of a difference between a first and second data 
coordinate on said Y axis: and 

S represents a variable parameter representing a mean distance between character 
keys of proposed passwords: 

and wherein further data coordinates are plugged into said third formula for determining 
diverse keystroke patterns of said proposed password. 

Claim 25 (New): 

The network system of claim 24, wherein successful completion of said algorithm causes 
the password verification mechanism to: 

transmit acceptance of said proposed password to at least one of: 
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an administrator system: and 

update the password database to reflect said acceptance. 



Conclusion 



Any inquiry concerning this comnnunication or earlier communications from the 
examiner should be directed to Ponnoreay Rich whose telephone number is 571-272- 
7962. The examiner can normally be reached on 9:00am-4:30pm Mon-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor. Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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